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Introduction 1

This document explains how the station is connected to the cloud and other network entities when
ethernet cable is used. The station connects to the router through the ethernet cable. From the router, the
connectivity is established between the station and the ChargePoint VPN server over the public network,
through a VPN tunnel. Since the traffic goes over public network, tunnel ensures that the traffic is
encrypted. When the connection is established between the station and the ChargePoint Server, all
ChargePoint nodes should be reachable from the station.
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Disclaimer

ChargePoint does not permit the retrofit of ethernet connectivity onto existing stations due to
compatibility issues with the USB to Ethernet accessory. A site host is required to purchase new station
hardware or seek extraordinary approval from ChargePoint Product Management if a retrofit is
necessary.

Materials Required

¢ Windows Laptop with a RJ45 ethernet port
e Ethernet cable




Definitions

VPN: Virtual Private Network

Station: Refers to the CP6000 station.

VPN Server: Refers to the ChargePoint VPN Server.

VPN Client: Refers to the client running on the CP6000 station.

IP: Internet Protocol

How to Use this Guide

After successful completion of Pre-installation checks, the technician must complete the following:

1. Referto CP6000 Installation Guide EU to physically install the USB-to-Ethernet Field Module.

2. Verify the station’s firmware version.

3. Use the Installer App to configure the CP6000 for Ethernet connectivity.

If the station fails to connect to the network after installing the Ethernet adapter, refer the Troubleshooting

Ethernet Connectivity section for troubleshooting steps.



https://docs.chargepoint.com/ref-docs-sec/content/pdfs/2-ac/cp6000/cp6000_ig(eu).pdf

Installation and Configuration 2

Pre-Installation Checks

Perform the following steps on a Windows laptop to verify connectivity to the VPN server:

1.

Using the Ethernet cable intended for the station (or alternatively, a cable connected to the site
router), plug it into the laptop’s RJ45 port.

Open Command Prompt and enter: ipconfig.

Check if the Ethernet Adapter has an IP as follows:

Ethernet adapter Ethernet 2:

29e - h2dd%Tu

If an IP address is assigned (example, 172.16.98. 88), itindicates that the laptop is successfully
connected to the router.

If no IP address is assigned, it indicates a connectivity issue. Contact the network or system
administrator for support.

Ethernet adapter Bluetooth Metwork Connection:

Media State . v v« 3 Media disconnected

Connectic pecific DNS Suffix

Check VPN Server Resolution. In the Command Prompt, run the appropriate nslookup command
based on your region.

a. Europe and United Kingdom: “nslookup vpn.eu.prod.chargepointnetwork.net”



7. Ifthe VPN server endpoint URL can be resolved by the DNS server, the output will display the IP
address of the VPN server.

= Sanamg®CP-US-JIX5R7GQQ2 ~ ¥ nslookup vpn.eu.prod.chargepoint.com
Server: 2001:558: feed: :1
Address: 2001:558: feed: : 1#53

Non-authoritative answer:

vpn.eu.prod.chargepoint.com canonical name = default-us.chargepoint.com.
default-us.chargepoint.com canonical name = default-us.chargepoint.com.cdn.cloudflare.net.
Name : default-us.chargepoint.com.cdn.cloudflare.net

Address: 104.18.21.81

Name : default-us.chargepoint.com.cdn.cloudflare.net

Address: 104.18.20.81

8. Ifthe VPN Server URL cannot be resolved, the command will be unsuccessful as shown in the
image below. Contact the network or system administrator for support.

ers\Loaner=>nslookup vpn-eu.prod.chargepointnetwork.net
1 dns.google
Address: 8.8.8.8

*#%% dns.google can't find vpn-eu.prod.chargepointnetwork.net: Non-existent domain

Verify Station Firmware Version

To check the firmware version on the station:

1. Click “?” icon located at the bottom right of the display.
2. Select the gear symbol on the bottom right of the menu.
3. Select About option.

If the firmware version is lower than the one listed below, ethernet connectivity cannot be enabled.
Please contact ChargePoint for support.

» CP6000: 2024.03.00.428
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Troubleshooting Ethernet 3
Connectivity

To check the station's connectivity status, follow these steps:

1. Navigate to the Network Signal page.

2. Click the “?” icon located at the bottom right of the display.
3. Select the gear symbol on the bottom right of the menu.
4. Select Network Signal option.

CHRGUP1
#+12kw+AC

Network Signal

Network Mode LTE

Carrier Verizon

Signal Strength -86 dBm RSRP
Connection Status Connected
Strength Indicator .l Good

Link Status UP

VPN Connected

Link Status
» UP: Indicates that the ethernet port has an IP and the connectivity to the router is established.
» DOWN: Indicates that the ethernet link does not have an IP.

VPN
» Connected: Indicates that the station is connected to the VPN server.

» Disconnected: Indicates that the station is not able to connect to VPN Server.

Connection Status
» Connected: Indicates that the station is connected to the cloud.

+ Disconnected: Indicates that the station is not able to connect to the cloud.




Link Status

VPN

Meaning

Debugging Steps

Down

Not Connected

Physical ethernet
connection issue

The station is unable to establish a
physical connection to the router.

 Verify with the network
administrator for any loose or
damaged wiring.

« Power cycle the station by
disconnecting the breaker for 30
seconds.

* Repeat the steps outlined in
theTroubleshooting Ethernet
Connectivity section.

Up

Disconnected

The VPN client on the
station is not able to
connect to the VPN
server.

There can be multiple causes for this:
DNS resolution failure:

» Ensure that your laptop can
resolve the VPN server endpoint
by performing the Troubleshooting

Ethernet Connectivity.
Firewall restrictions:

 Ifthe DNS resolves successfully,
consult with the network
administrator to verify if any
firewall rules are blocking the
connection.
No network connectivity from station to
public network:

¢ Check with network administrator.
The station needs to connect to the
following ports:
e Usage: HTTPS, Protocol: TCP,
Port: 443

» Usage: NTP, Protocol: UDP, Port:
123

» Usage: VPN, Protocol: TCP,
Ports: 52007, 52017

Refer Site Qualification Form for
details.

Up

Connected

A ethernet connection is
established and the VPN
client on the station is
connected to the
ChargePoint VPN Server.

If there are still network connectivity
issues,

» Contact ChargePoint customer
support.



https://docs.chargepoint.com/ref-docs-sec/content/pdfs/2-ac/cp6000/cp6000-site-qualification-form(eu).pdf

Limited Warranty Information and Disclaimer

The Limited Warranty you received with your charging station is subject to certain exceptions and
exclusions. For example, your use of, installation of, or modification to, the ChargePoint® charging
station in a manner in which the ChargePoint® charging station is not intended to be used or modified will
void the limited warranty. You should review your limited warranty and become familiar with the terms
thereof. Other than any such limited warranty, the ChargePoint products are provided "AS IS," and
ChargePoint, Inc. and its distributors expressly disclaim all implied warranties, including any warranty of
design, merchantability, fitness for a particular purposes and non-infringement, to the maximum extent
permitted by law.

Limitation of Liability

CHARGEPOINT IS NOT LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE
OR CONSEQUENTIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOST PROFITS, LOST
BUSINESS, LOST DATA, LOSS OF USE, OR COST OF COVER INCURRED BY YOU ARISING OUT
OF OR RELATED TO YOUR PURCHASE OR USE OF, OR INABILITY TO USE, THE CHARGING
STATION, UNDER ANY THEORY OF LIABILITY, WHETHER IN AN ACTION IN CONTRACT, STRICT
LIABILITY, TORT (INCLUDING NEGLIGENCE) OR OTHER LEGAL OR EQUITABLE THEORY, EVEN
IF CHARGEPOINT KNEW OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH DAMAGES.
IN ANY EVENT, THE CUMULATIVE LIABILITY OF CHARGEPOINT FOR ALL CLAIMS WHATSOEVER
RELATED TO THE CHARGING STATION WILL NOT EXCEED THE PRICE YOU PAID FOR THE
CHARGING STATION. THE LIMITATIONS SET FORTH HEREIN ARE INTENDED TO LIMIT THE
LIABILITY OF CHARGEPOINT AND SHALL APPLY NOTWITHSTANDING ANY FAILURE OF
ESSENTIAL PURPOSE OF ANY LIMITED REMEDY.

chargepoint.com/support
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